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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 

THE FIELD OF INFORMATION TECHNOLOGY SECURITY  (CCRA)  

SERTIT,  the Norwegian  Cert i f icat ion  Au thor i t y  fo r  IT Secur i ty ,  is  a  member of  the  above 

Arrangement  and as  such th is  conf i rms that  the Common Cr i te r ia  cer t i f icate has been 

i ssued by o r  under the author i t y o f  a  Par ty  to  th is  Arrangement  and is  the Party ’s  c la im 

that  the cer t i f icate has been issued in  accordance wi th  the  terms of  th is  Arrangement  

The  judgements  conta ined in  the cer t i f icate  and Cert i f icat ion  Report  are  those of  SERTIT 

which issued i t  and  the evaluat ion  fac i l i t y ( ITSEF)  which carr ied  out  the evaluat ion.  There  

is  no impl icat ion of  acceptance by other  Members of  the Agreement  Group of  l iab i l i ty in  

respect  o f  those judgements  or  for  loss susta ined as a resul t  o f  re l iance p laced upon 

those judgements  by a th i rd  par ty.  

  

The  recogni t ion  under  CCRA is  l imi ted  to  c PP re la ted assurance packages or  components  

up to  EAL 2 wi th  ALC_FLR CC part  3  components .   

 

MUTUAL RECOGNITION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 

EVALUATION CERTIFICATES (SOGIS MRA)  

SERTIT,  the Norwegian Cert i f icat ion  Author i t y fo r  IT Secur i t y,  is  a  member of  the above  

Agreement  and as such th is  conf i rms that  the  Common Cr i ter ia  cer t i f icate  has been issued 

by or  under the author i ty  o f  a  Party to  th is  Agreement  and is  the Party ’s  c la im that  the 

cert i f icate has been issued in  accordance wi th  the te rms of  th is  Agreement  

The judgements  conta ined in  the cer t i f ica te and Cert i f icat ion  Repor t  are those of  SERTIT 

which issued i t  and the evaluat ion fac i l i t y ( ITSEF) which car r ied out  the evaluat ion.  There 

is  no impl icat ion of  acceptance by o ther  Members of  t he Agreement  Group of  l iab i l i t y in  

respect  o f  those judgements  or  for  loss susta ined as a resul t  o f  re l iance p laced upon those 

judgements  by a  th i rd  par ty.  

Mutual  recogni t ion under SOGIS MRA appl ies  to  components  up to  EAL 4.   
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Certification Statement 

TNOR Guard is a technology that provides control led information f low 

between networks with dif ferent system and appl icat ion secur i ty pol ic ies. 

TNOR Guard is developed by Thales Norway AS. 

TNOR Guard version 1.1.3 has been evaluated under the terms of  the 

Norwegian Cert if icat ion Authority for IT Security (SERTIT) and has met the 

Common Criteria Part 3  (ISO/IEC 15408) conformant components of  

Evaluat ion Assurance Level EAL 4 augmented with ALC_FLR.3 and 

AVA_VAN.4 for the specif ied Common Criteria Part 2  (ISO/IEC 15408) in the 

specif ied environment  when running on the platforms specif ied in Table 1.  

The evaluation addressed the secur ity functionality c laimed in the ST Publ ic 

[11] with reference to the assumed operating environment specif ied by the 

ST Publ ic [11]. The evaluated conf igurat ion was that specif ied in Table 1. 

Prospective consumers are advised to check that this matches their identif ied 

requirements and give due considerat ion to the recommendations and 

caveats of  this report.  

Cert if icat ion does not guarantee that the IT product is f ree f rom security 

vulnerabi l i t ies. This Cert if icat ion Report and the belonging Cert if icate only 

ref lect the view of  SERTIT at the t ime of  cert if icat ion. I t  is furthermore the 

responsibi l i ty of  users (both exist ing and prospect ive) to check whether any 

secur ity vulnerabi l i t ies have been discovered since the date shown in this 

report.  This Cert if icat ion Report is not an endorsement of  the IT product by 

SERTIT or any other organizat ion that recognizes or gives ef fect to this 

Cert if icat ion Report,  and no warranty of  the IT product by SERTIT or a ny 

other organization that recognizes or gives effect to this Cert if icat ion Report 

is either expressed or impl ied.  

 

 

Cert if icat ion  

team 

Lars Borgos 

Øystein Hole 

Date approved 12.05.2022 

Expiry date 12.05.2027 

 

 



 

TNOR Guard Version 1.1.3 EAL 4 augmented with ALC_FLR.3 

and AVA_VAN.4  

 

 

Page 2 of  18 SERTIT-120 CR Issue 1.0 

12.05.2022 

 

1 Executive Summary 

The evaluated product was TNOR Guard version 1.1.3 (TOE). The TOE is 

developed at Thales Norway AS. The TNOR Guard is comprised of  the 

following four product IDs:  

Table 1 TOE Reference  

Product Name Product ID Supported platforms 

STANAG 4406 Message Guard 3AQ 28150 Kontron (B) 

Generic PC (C)  SMTP Message Guard 3AQ 28151 

XMPP Chat Guard 3AQ 28152 

SOAP XML Guard 3AQ 28153 

 

The main security feature of  the TOE is to mediate a one -way or bidirect ional 

f low between two security domains. The TOE inspects every information 

object that is requested sent between the security domains, and makes an 

automated release decision according to conf igured policy.  Requirements 

regarding Non-TOE hardware, sof tware and f irmware can be found in chapter 

1.4.3 in the ST Publ ic [11].  

No Protect ion Prof i les are claimed.  

Regarding the usage and the operational environment of  the TOE, seven 

assumpt ions are made in the ST Publ ic [11]. In order to counter f if teen 

threats as described in the ST Publ ic [11], the TOE relies on the assumpt ions 

made. Detai ls can be found in Chapter 4 Assumptions and Clarif icat ion of  

Scope. 

The evaluation was performed by the ITSEF System Sikkerhet AS, a Nemko 

Company. The evaluation was performed in accordance with the 

requirements of  the Norwegian Cert if icat ion Scheme for IT Security as 

descr ibed in the document SD001E [7],  as well as the Common Criter ia (CC) 

Part  3 [3] and the Common Evaluat ion Methodology (CEM) [4].  

The evaluation was performed at the assurance leve l EAL 4 augmented with 

ALC_FLR.3 and AVA_VAN.4.  

System Sikkerhet AS is an author ised ITSEF under the Norwegian 

Cert if icat ion Author ity for IT Security (SERTIT) . System Sikkerhet AS is an 

accredited ITSEF according to the standard ISO/IEC 17025 for Common 

Criter ia evaluat ion.  The sponsor for this evaluat ion was FMA. 

The evaluation act ivi t ies were moni tored by the cert if icat ion team. The 

secur ity claims stated in the ST [10] was conf irmed dur ing the evaluation for 

the selected assurance level.  

The basis for producing this Cert if icat ion Report is the ST Public [11] and the 

ETR [9].    
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2 TOE overview 

The TNOR Guard (TOE) is part of  the XOmail product family for messaging 

and information exchange in mission-cr it ical mil itary and civi l ian networks. 

The Guard implements high-assurance information f low control for the trusted 

exchange of  information across secur ity domain boundar ies.  This product is  

also descr ibed in this report as the Target of  Evaluat ion (TOE).  

 

The TOE covers the following four Guard products:  

▪  STANAG 4406 Ed 2 Message Guard 

For connectivity towards the NATO standard Mil itary Message Handl ing 

System (MMHS),  

▪  SMTP Message Guard (E-mail)  

For connectivity towards standard e -mail  systems such as Microsoft 

Exchange. 

Supports RFC 6477 for Mil itary Message Handl ing at tr ibutes within the 

SMTP domain,  

▪  Chat (XMPP) Guard 

Instant Messaging service between security domains.  

▪  XML/SOAP Guard 

Exchange of  XML/SOAP data between security domains.  

The product IDs are l isted in table 1.  

 

 

Figure 1 Overv iew o f  TOE Envi ronment  
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The TOE is the TNOR Guard, a high assurance guard providing an automatic 

and control led f low of  information between two domains that may operate 

under dif ferent security pol icies. No information is allowed to pass f rom one 

of  the domains to the other unless the Security Policy of  the TOE explicit ly 

al lows to pass.  

The Guard communicates with one or more peers in each security domain 

which acts as a proxy for other services within each of  the two secur ity 

domains. The Guard also uses directory services to access cert if icates and 

cert if icate revocation l ists in each of  the security domains.  

The Guard is installed in a protected environment, with border protect ion 

devices mit igat ing as shown in f igure  1.  

During processing of the information objects (messages) the Guard uses 

external services, such as directory servers and content checker services to 

provide necessary information to perform a release decision, and it  uses 

hardware security modules when signing released informatio n objects. Even 

though the Guard uses external services it  ensures that no parts of , or traces 

of ,  the information object is released into the destinat ion domain before a 

posit ive release decision has been made.  

The Guard provides onl ine tools for management of  the run-state, logs and 

conf igurat ion data of  the Guard.  

The Guard Conf igurat ion Tool (TOE Environment) is provided for creating 

conf igurat ion vectors for the Guard (TOE). This sof tware runs on separate 

computers, and the result ing conf igurat ion vect ors are loaded via the “Local 

management” interface as shown in Figure 1 .  The “Remote management” 

interface is used for management of  the Guard (TOE).  

The TNOR Guard is transparent to the users of  its services in the secur ity 

domains.  

The Guard is not based on store-and-forward principles. The Guard acts as a 

proxy, and important mechanisms in a Mil itary Messaging System such as 

queuing and recover /  retry must be implemented by adjacent MTAs. The 

Guard does not provide a rout ing service,  it  considers al l r eceived 

information objects from one domain to be requests for information release to 

the other domain.  

The Guard receives the information (message) via the traff ic interface, and 

converts the information to a protocol independent format. The Guard 

processes the information as described in  ST Publ ic [11], and decides 

whether the security pol icy al lows the information to be released, or whether 

it  must be rejected.  

While processing the information release requests, the Guard has not yet 

accepted the message from the adjacent MTA. I f  the information release 

request is accepted the Guard wi l l send the message to the other adjacent 

MTA, and once that MTA has accepted responsibi l i ty for the message the 
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Guard wil l f ree any resources al located for that messages and acknowledge 

the message from the MTA in the source domain  

If  the information release request is rejected the Guard wi l l f ree any 

resources al located for the message, and signal the reject ion of  the message 

to the MTA in the source domain. Further handling is the determined by the 

connected MTA. The Guard does not generate non -delivery reports or 

provide traff ic operator functions.  
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3 Security Policy 

The main security feature of  the TOE is to mediate a one-way or bidirect ional 

f low between two security domains. The TOE inspects every information 

object that is requested sent between the security domains, and makes an 

automated release decision according to conf igured p olicy.  

The TOE performs the following security checks in order to support the main 

secur ity features of  the TOE:  

▪  Mandatory Access Control (MAC)  

▪  Discret ionary Access Control (DAC)  

▪  Fi lter  

▪  Content Checking 

▪  Digital Signature val idat ion  

Also an Attr ibute Based Access Control (ABAC) feature is implemented in the 

TOE due to the combination of  dif ferent secur ity checks and the results. 

Chapter 6 of  the ST Publ ic [11] describe detai ls regarding the security pol icy.  
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4 Assumptions and Clarification of Scope 

4.1 Assumptions 

The following seven assumpt ions made regarding the usage and the 

operat ional environmental environment of the TOE are : 

▪  APPROVED_CRYPTO 

▪  APPROVED_PKI  

▪  CORRECT_CONFIGURATION 

▪  NETWORK_PROTECTED 

▪  PHYSICAL_ACCESS_MANAGED 

▪  TRUSTED_AND_TRAINED_ADMIN 

▪  TRUSTED_LABELLER 

For details on these assumpt ions, the reader is advised to look at  chapter 3.1 

in the ST Public [11].  

4.2 Threats 

The threats and threat agents met by the TOE are diverse and depend on 

where the TOE is deployed. The following sixteen threats are countered by 

the TOE: 

▪  ADMIN_MASQUERADE 

▪  AUDIT_COMPROMISE 

▪  OBJECT_TAMPERING 

▪  COVERT_CHANNEL 

▪  DOS 

▪  INFORMATION_LEAK 

▪  INSECURE_STATE 

▪  MALWARE_INJECTION 

▪  METADATA_LEAK 

▪  NETWORK_ATTACK 

▪  RECONNAISSANCE 

▪  RESIDUAL_DATA 

▪  TSF_COMPROMISE 

▪  UNATTENDED_ADMIN_SESSION 

▪  UNAUTHORIZED_ACCESS 

▪  UNNOTICED_ATTACK 

For details on these threats, the reader is advis ed to look at chapter  3.2.4 in 

the ST Public [11]. The reader should also have a look at the descr ipt ion of  

the threat agents in chapter 3.2.3 in the ST Publ ic [11].  

4.3 Organisational Security Policies  

During the evaluat ion of  the TOE the following four Organisat ional Secur ity 

Pol ic ies have been considered:  
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▪  ACCOUNTABILITY 

▪  CLASSIFICATION 

▪  CRYPTOGRAPHY 

▪  MINIMAL_POSTURE 

For details on these organisat ional secur i ty pol ic ies, the reader is advised to 

look at chapter  3.3 in the ST Publ ic [11].  
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5 Architectural Information 

The TOE (the grey area in f igure 2) is comprised by sof tware distr ibuted on 

three separate hardware instances. The TNOR Guard is composed by three 

hardware units, each with a set of  PikeOS separation kernel and sof tware.  

 

The Guard runs on top of  a separation kernel hypervisor that  is used to 

separate dif ferent parts of  the TOE using part it ions. Separate part it ions are 

used to isolate specif ic security function implementat ions f rom other 

functions, to separate processing of  dif ferent  messages, and to separate the 

information f low direct ions. The IPC mechanism features IPC communication 

between processes in the same part it ion,  between processes in dif ferent 

part it ion on the same processing unit ,  and between processes in dif ferent 

part i t ions on dif ferent processing units. The IPC mechanism also provides 

str ict control on inter -process communication and denies all IPC 

communication that is not explicit ly al lowed on both process -level and on 

part it ion- level.  

5.1 Guidance 

The guidance documents referenced in [12], [13],  [14] are evaluated as a 

part of  the TOE.  

These documents are a col lect ion of  all security relevant operations and 

sett ings that must be observed to ensure that the TOE operates in a secure 

manner.  

Figure 2 TOE Inter faces and HW deployment  
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6 Vulnerability Analysis and Testing 

6.1 Vulnerabil ity Analysis 

The evaluator did not f ind any specif ic area of  concern when examining the 

Funct ional Specif icat ion, TOE Design and Secur ity Architecture.  

The evaluator searched for known vulnerabi l i t ies in Publ ic avai lable sources, 

without f inding any information identifying and describing possible attack 

scenar ios for the TOE type.  The evaluator used the search engine Google on 

the 26.05.2021 as wel l as on 16.03.2022 without f inding any issues of  

interest regarding “appl ica t ion guard proxy”.  

Further, to ident ify potential vulnerabi l i t ies in the TOE, the evaluator 

successful ly conducted and completed a methodological analysis according 

to the evaluat ion cr iteria AVA_VAN.4. This also comprises al l threats 

descr ibed in the ST Publ ic [11].  

The evaluator recorded potential vulnerabi l i t ies that were candidates for 

test ing and applicable to the TOE in its operational environment.  The 

evaluator developed and conducted penetrat ion tests based on the 

developer’s vulnerabil i ty analysis and the evaluator ’s independent 

vulnerabi l i ty analysis.  

6.2 Developer’s Tests  

The developer thoroughly tested the TOE at dif ferent abstract ion levels l ike 

the TSFI, TSF, Subsystems and TOE modules.  

The evaluator examined the developers tests and concluded that the 

developer has tested al l the TSF subsystems, SFR enforcing modules and 

the SFR support ing modules against the TOE design and the Secur ity 

Architecture descript ions. 

The test ing performed on the TOE by the developer and the evaluator 

showed the EAL 4 assurance components requirements are fulf i l led.  

6.3 Evaluators’ Tests  

The selected test strategy for the TSFIs and the two TSF modules was based 

on the test coverage and an analysis of  the depth of  test ing. The selected 

sample test ing constitutes about 21% of the total developer tests.  

The evaluator tested both TSFIs, al l TSF subsystems, and a subset of  the 

TSF modules that constituted a scope of  the SFRs.  

The interfaces, subsystems, modules and secur ity functions were tested at 

the Developers faci l i ty at 18-19.08.2021.  

Al l scenar ios f rom the sample test ing and al l the scenarios f rom the 

evaluators test ing were successfully performed with the expected results.  
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7 Evaluated Configuration 

The cert if ied TOE, in table 1, can be used on the supported platforms as 

specif ied. Detai ls regarding the hardware specif icat ions can be found ch apter 

1.4.3.3 in the ST Publ ic [11].  

Instal lat ion of  the TOE must be performed completely in accordance with the 

guidance documents  [12], [13],  [14] provided by the developer . The TOE 

should be used in the operat ional environment as specif ied in the ST Publ ic 

[11], as well as the guidance documents referenced in this chapter .  
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8 Evaluation Results 

The evaluation addressed the requirements specif ied in the ST Publ ic [11]. 

The ITSEF reported the results of  this work  in the ETR [9] on the 18 March 

2022.  

The evaluators examined the following assurance classes and components 

taken from CC Part 3 [3] .  These classes comprise the EAL 4 assurance 

package augmented with ALC_FLR.3 and AVA_VAN.4.  

Assurance 

classes 

Assurance components Verdict  

Development  ADV_ARC.1  Secur ity architecture descript ion  PASS 

ADV_FSP.4  Complete functional specif icat ion  PASS 

ADV_IMP.1 Implementat ion representat ion of  TSF PASS 

ADV_TDS.3  Basic modular design PASS 

Guidance 

documents 

AGD_OPE.1  Operational user guidance  PASS 

AGD_PRE.1  Preparat ive procedures PASS 

Life-cycle 

support  

ALC_CMC.4  Product ion support,  acceptance 

procedures and automation  

PASS 

ALC_CMS.4  Problem tracking CM coverage  PASS 

ALC_DEL.1  Delivery procedures  PASS 

ALC_DVS.1 Identif icat ion of  security measures  PASS 

ALC_LCD.1 Developer def ined l ife -cycle model  PASS 

ALC_FLR.3 Systematic f law remediat ion PASS 

Secur ity Target 

evaluat ion 

ASE_CCL.1  Conformance claims PASS 

ASE_ECD.1  Extended components def init ion  PASS 

ASE_INT.1  ST introduct ion PASS 

ASE_OBJ.2 Secur ity object ives  PASS 

ASE_REQ.2  Derived secur ity requirements  PASS 

ASE_SPD.1  Secur ity problem definit ion  PASS 

ASE_TSS.1  TOE summary specif icat ion  PASS 

Tests ATE_COV.2  Analysis of  coverage PASS 

ATE_DPT.1 Testing: Basic design PASS 

ATE_FUN.1  Funct ional test ing  PASS 

ATE_IND.2  Independent test ing - sample PASS 
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Vulnerabi l i ty 

assessment 

AVA_VAN.4 Methodical vulnerabi l i ty analysis  PASS 

 

 

Af ter due considerat ion of  the ETR [9],  produced by the Evaluators, and the 

conduct of  the evaluation, as witnessed by the cert if icat ion team, SERTIT 

has determined that TNOR Guard version 1.1.3 meet the specif ied Common 

Criter ia Part 3 [3]  components of  Evaluat ion Assurance Level EAL 4 

augmented with ALC_FLR.3 and AVA_VAN.4 for the specif ied Common 

Criter ia Part 2 [2]  in the specif ied environment, when running on platforms 

specif ied in table 1.  
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9 Recommendations 

Prospective consumers of  TNOR Guard version 1.1.3 should understand the 

specif ic scope of  the cert if icat ion by reading this report in conjunction with 

the ST Public [11]. The TOE should be used in accordance with a number of  

environmental considerat ions as specif ied in the ST Public [11].  

Only the evaluated TOE conf igurat ion should be installed.  

The TOE should be instal led and operated in accordance with the support ing 

guidance [12], [13],  [14] and the recommended conf igurat ion.  

There are no specif ic remarks regarding the audit ing and test ing of  the TOE.  
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10 Security Target 

The complete ST [10] used for the evaluation of  the TOE is sanit ised for the 

purpose of  publ ishing. The open version is the ST Publ ic [11]  provided as a 

separate document.  

Sanit isat ion was performed according to the CCRA framework –  ST sanit is ing 

for publ icat ion  [5] .  
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11 Glossary 

 

ABAC Attr ibute Based Access Control  

CC Common Criteria for Information Technology Security 

Evaluat ion (ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of  Common Criter ia 

Cert if icates in the Field of  Information Technology Security 

CEM Common Methodology for Information Technology Security 

Evaluat ion (ISO/IEC 18045)  

cPP col laborat ive Protect ion Prof i le  

CPR Content-based Protect ion and Release  

DAC Discret ionary Access Control  

DOS Denial of  Service  

EAL Evaluat ion Assurance Level 

ETR Evaluat ion Technical Report  

FMA Forsvarsmater iel l  

HSM Hardware Secur ity Modules  

ISO/IEC 15408 Information technology –- Security techniques –-  Evaluat ion 

criteria for IT security  

ITSEF IT Security Evaluation Facil i ty under the Norwegian 

Cert if icat ion Scheme 

IPC Inter-Process Communication  

MAC Mandatory Access Control  

MHS Message Handl ing Service  

MMHS Mil itary Message Handl ing System  

MTA Mail Transfer Agent  

PKE Publ ic Key Enablement 

PKI Publ ic-Key Infrastructure 

PP Protect ion Prof i le  

SERTIT Norwegian Cert if icat ion Authority for IT Security  

SFR Secur ity Functional Requirements  

SMTP Simple Mail Transfer Protocol   

SOAP Simple Object Access Protocol  
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SOGIS MRA SOGIS Mutual Recognit ion Agreement of  Information 

Technology Secur ity Evaluat ion Cert if icates  

SPM Secur ity Pol icy Model  

ST Secur ity Target  

STANAG Standardization Agreement  

TOE Target of  Evaluation  

TSF TOE Security Funct ions  

TSFI TSF Interface 

TSP TOE Security Pol icy 

XML Extensible Markup Language 

XMPP Extensible Messaging and Presence Protocol  
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